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Sample domains: 


searchcracks.com 
crackdb.com 
ddlorigin.com 
crackserver.com 
subserials.net 
serialdevil.com 
serialsite.com 
gamecopyworld.com 
easycracks.net 
astalavista.am 
crackmonster.com 
crackbot.net 
serialnews.com 
crackzplanet.com 
nfodb.com 


crack.ms 
astalavista.ms 
cracks.vg 
astalavista.cc 
crackspider.net 
cracks.hk 
serials.ws 
phazeddl.com 
crackszilla.com 
ddishark.com 
serialshark.com 
powerddl.com 
serialbay.com 
ddlvista.com 
serialsource.net 
renegadeddl.com 
freshwap.com 
downloadstaff.com 
needserials.com 
warezlinker.com 
thebugs.ws 
crackfind.com 
cleanserials.com 
allseek.info 


Sample responding IPs: 


93.115.82.226 
199.59.242.151 
185.53.179.8 
85.17.189.10 
199.59.242.152 
109.201.133.81 
46.148.18.52 
72.52.4.122 
91.218.36.239 
62.149.12.48 
185.141.60.6 
185.141.60.11 
185.141.60.3 
167.114.142.1 
185.141.60.8 
158.69.145.48 
5.39.99.50 


167.114.142.3 
37.48.65.152 
5.39.99.52 
170.178.168.203 
5.39.99.51 
167.114.156.214 
109.201.131.16 
208.73.211.28 
5.45.77.30 
109.201.131.14 
89.31.143.5 
209.99.64.52 
209.99.64.53 
45.63.71.7 
104.21.23.203 
91.195.240.87 
104.31.75.16 
98.124.198.1 
104.31.74.16 
184.168.221.104 
208.87 .35.103 
74.200.250.184 
109.201.133.80 
212.63.206.52 
104.31.66.162 
104.31.67.162 
185.107.56.58 
185.107.56.59 
185.107.56.60 
207 .244.67.216 
207 .244.67.138 
64.32.8.70 

207 .244.67.139 
104.21.76.91 
104.21.19.54 
172.67.185.66 
172.67.191.157 
64.190.62.111 
111.92.237.115 
37.48.65.150 
46.166.182.116 
46.166.182.113 
185.53.178.6 
37.48.65.148 


46.166.182.112 
46.166.182.115 
46.166.182.109 
46.166.182.110 
185.141.60.7 
185.141.60.5 
162.210.195.122 
5.79.68.108 
5.79.68.109 
5.79.68.110 
37.48.65.151 
104.247.81.14 
64.32.8.69 
64.32.8.67 
185.53.179.7 
207 .244.67.218 
88.198.29.97 
162.210.195.123 
185.53.177.14 
207 .244.67.214 
185.53.179.6 
46.166.182.114 
192.184.12.62 
46.166.182.111 
103.224.182.250 
5.79.68.107 
64.32.8.68 
10:32.1,.32 
202.53.137.209 
31.13.66.6 
108.160.162.31 
159.65.107.38 
172.67.193.135 
172.64.88.203 
74.86.142.55 
74.86.228.110 
31.13.69.129 
172.64.86.44 
67.228.37.26 
172.64.94.172 
173.252.100.32 
172.64.81.168 
69.63.181.12 
172.64.83.138 


69.63.181.11 
75.126.115.192 
31.13.83.16 
31.13.70.20 
31.13.69.86 
31.13.93.26 
202.182.98.125 
157.240.1.50 
69.171.224.36 
65.49.68.152 
80.87.199.46 
66.220.146.94 
108.160.162.109 
198.148.83.70 
108.160.161.83 
8.5.1.43 
128.242.240.20 
104.244.46.172 
68.178.213.61 
103.252.114.101 
31.13.80.12 
108.160.172.208 
104.21.65.226 
35.186.238.101 
157.240.7.5 
31.13.66.1 
54.72.130.67 
31.13.69.160 
31.13.86.16 
31.13.86.8 
192.185.4.115 
69.171.234.48 
31.13.72.17 
36.86.63.182 
69.63.176.59 
146.112.61.106 
75.126.2.43 
74.86.235.236 
66.220.152.17 
69.63.178.13 
31.13.71.23 
31.13.72.34 
31.13.75.18 
199.59.148.14 


69.171.233.24 
67.228.126.62 
75.126.215.88 
69.171.225.13 
199.16.156.40 
74.86.17.48 
69.171.248.128 
31.13.74.17 
88.191.249.183 
31.13.85.8 
67.225.218.22 
31.13.97 .248 
66.220.147.44 
69.171.245.84 
174.36.196.242 
173.252.73.48 
208.43.170.231 
31.13.82.17 
172.64.88.126 
31.13.81.1 
104.18.58.23 
69.171.227.37 
66.220.155.12 
172.64.83.79 
69.171.248.65 
104.24.117.132 
109.236.80.156 
172.64.83.181 
31.13.73.1 
172.64.80.192 
104.24.116.132 
176.9.25.60 
176.9.47.25 
199.59.149.244 
199.59.243.201 
66.220.149.32 
69.171.247.32 
72.52.4.90 
69.171.244.12 
31.13.64.33 
69.63.176.15 
184.168.221.96 
64.13.232.149 
199.59.243.220 


69.171.224.40 
199.59.148.140 
8.7.198.45 
69.63.189.16 
205.186.152.122 
208.101.60.87 
31.13.78.66 
69.171.244.15 
174.37.175.229 
188.114.97.3 
172.64.87.190 
188.114.97.10 
162.159.137.85 
198.105.244.111 
198.105.254.111 
104.239.213.7 
198.105.254.63 
78.47.166.215 
78.47.171.52 
75.2.37.224 
159.69.118.33 
78.47.89.88 
159.69.44.32 
159.69.42.212 
159.69.186.9 
109.236.80.104 
198.187.31.184 
192.31.186.75 
192.31.186.4 
168.119.245.137 
195.201.124.255 
65.21.240.245 
104.28.29.56 
104.28 .28.56 
108.162.192.149 
108.162.193.149 
108.162.192.92 
108.162.193.92 
108.162.192.111 
108.162.193.11 
141.101.117.199 
141.101.116.199 
199.27.135.91 
199.27.134.91 


85.159.233.9 
104.27.151.183 
104.27.150.183 
104.21.75.156 
172.67.178.110 
67.228.235.93 
124.11.210.175 
128.242.245.189 
108.160.170.26 
31.13.65.1 
46.82.174.68 
157.240.1.9 
104.244.46.208 
45.32.235.187 
199.59.149.207 
185.206.180.119 
184.173.136.86 
162.125.2.6 
195.181.173.92 
103.252.115.165 
118.193.202.219 
195.140.213.69 
69.171.228.74 
45.192.110.2 
162.159.138.85 
108.160.166.9 
108.160.167.147 
162.125.7.1 
45.77.186.255 
31.13.67.33 
108.160.163.117 
69.171.242.11 
104.244.43.228 
31.13.84.2 
199.16.158.182 
162.125.80.5 
199.59.148.96 
50.63.202.83 
162.125.32.2 
67.227 .226.240 
103.252.115.169 
108.163.147.56 
202.160.128.96 
8.5.1.33 


23.195.69.108 
23.202.231.168 
103.224.212.219 
76.223.26.96 
213.247.47.190 
207 .244.67.215 
173.239.8.164 
172.67.213.61 
98.124.199.1 
50.7.176.130 
45.39.251.153 
154.202.182.113 
156.244.188.2 
185.141.60.13 
45.196.76.101 
95.211.219.67 
199.115.115.118 
185.107.56.57 
185.60.147.80 
199.115.115.116 
185.57.80.244 
95.211.117.215 
69.162.80.60 
81.171.22.5 
81.171.22.7 
69.172.201.153 
69.162.80.59 
154.204.182.219 
96.47.230.70 
154.90.177.203 
69.162.80.54 
209.99.40.223 
69.162.80.57 
209.99.40.222 
23.217.138.108 
69.162.80.55 
199.115.115.102 
199.115.115.119 
69.162.80.58 
69.162.80.52 
89.185.228.29 
69.162.80.56 
69.162.80.53 
74.63.241.25 


81.171.22.6 
81.171.22.4 
69.162.80.62 
69.162.80.61 
95.211.219.65 
69.162.80.51 
79.98.108.115 
37.48.65.149 
95.211.219.66 
168.76.83.47 
154.212.252.4 
172.99.81.162 
146.112.250.211 
204.16.0.122 
172.64.81.89 
202.89.116.71 
172.64.93.87 
89.31.143.16 
89.31.143.1 
162.219.51.2 
54.241.4.132 
52.15.96.207 
156.154.175.10 
199.59.242.153 
152.89.162.208 
103.224.182.253 
127.0.0.1 
23.202.231.167 
172.64.85.199 
103.224.182.249 
212.63.206.34 
172.64.81.97 
172.64.80.226 
172.64.80.228 
172.64.81.90 
172.64.89.183 
192.121.86.34 
50.28.56.190 
50.28.32.8 
184.107.154.131 
64.91.248.15 
67.205.68.254 
192.169.56.225 
162.210.196.167 


103.224.182.241 
173.239.5.6 
208.98.22.201 
69.64.146.192 
192.121.86.33 
172.67.143.216 
104.27.184.90 
104.21.95.84 
172.67.161.198 
104.28.1.83 
104.21.9.242 
3.64.163.50 
104.27.185.90 
52.58.78.16 
104.28.0.83 
212.63.206.33 
104.200.23.95 
69.64.146.224 
104.21.19.101 
172.67.185.191 
185.53.178.9 
104.247.81.50 
185.53.177.50 
109.201.131.15 
141.8.224.239 
69.172.201.208 
91.195.240.73 
64.70.19.34 
208.73.211.70 
184.168.221.71 
199.191.50.185 
204.11.56.48 
176.74.176.178 
50.63.202.95 
198.54.117.199 
104.247.81.10 
76.73.3.162 
94.229.78.228 
199.188.206.16 
138.201.88.66 
198.54.117.198 
193.37.71.238 
193.124.181.0 
104.28.26.104 


212.47.223.136 
185.117.119.93 
212.117.180.49 
188.114.97.2 
104.28.27.104 
108.162.198.114 
185.102.218.54 
185.102.218.34 
46.166.184.106 
185.232.20.90 
144.76.196.36 
184.95.38.195 
149.210.210.187 
185.198.189.54 
107.6.172.66 
64.74.223.42 
185.53.177.9 
69.16.231.61 
67.225.218.6 
104.21.61.72 
85.92.68.121 
34.102.136.180 
34.98.99.30 
104.27.135.70 
91.195.240.117 
172.67.207.55 
104.27.134.70 
45.39.119.87 
45.39.119.241 
185.253.218.209 
85.159.233.4 
162.244.94.118 
54.72.9.51 
75.2.18.233 
198.54.117.200 
185.53.177.10 
178.62.203.91 
172.64.81.83 
172.64.80.45 
172.64.81.45 
172.64.82.4 
207 .244.67.172 
162.210.195.111 
207 .244.67.173 


207 .244.67.174 
185.107.56.194 
74.63.241.29 
185.107.56.54 
162.210.199.85 
104.200.22.130 
8.5.1.37 
72.52.4.91 
82.98.86.166 
192.157.56.140 
91.195.240.97 
192.157.56.139 
96.47.230.68 
192.157.56.141 
141.8.224.93 
74.63.241.27 
104.21.83.144 
185.107.56.55 
74.63.241.19 
104.27.171.186 
89.185.228.166 
162.55.172.212 
104.27.170.186 
172.67.177.112 
95.216.161.60 
159.69.83.207 
23.88.53.29 
69.39.236.56 
172.98.192.35 
199.59.243.107 
172.98.192.37 
208.91.197.46 
172.99.89.194 
172.98.192.36 
199.59.243.119 
185.107.56.199 
172.93.103.100 
72.52.178.23 
69.16.231.60 
104.21.43.38 
172.67.218.222 
98.124.199.3 
104.18.59.23 


Sample personally identifiable email address accounts known to have been involved in 
the campaign include: 


jimmy.20202020@outlook.com 
dot@zorromail.com 
MAT999@GMAIL.COM 
janeverno@gmail.com 
milenradumilo@gmail.com 
djjoooop@yahoo.com 
sutradhar5783matthus@gmx.com 
sven.blanquett@googlemail.com 
tsa256@gmail.com 
vpnbuzz@scryptmail.com 
dev.deveous@gmail.com 
FRESHWAP@HOTMAIL.COM 
samirnet2@gmail.com 
policai@mail.ru 
williambatey@hotmail.com 


Related malicious MD5s: 


#3260918c9aa2011bdda871ae893b57b 

37d658f9fa1d2f6a1d2870e592f5452b 

2296c2f3e4735ad66d64953874f8bebc 

0775e9ac86ace32253924acf3c24c47f 

a02d06f07526ca12be5fa31b24975c46 

b8b525a8c3e8175bd551bafef2105262 
006a69174852bd97761f3e94441146ea4a4f57 95681 5785ef8023c6f983F739 
0090c07ee568c5fd4821064ee38f0e600e 70d5c0ce59ecb 1 5f3b83a5e7 26b1 fd 
004bdbe852abf2e014d6b1e63587488878d213b0cceb881b16a97ed9c600a89e 
06369cfef84c016c8dbab6072029c5f81 eb4f30ac51cc1368e8ae49bbeee2b79 
064b7566ad5a7f717c2840372ba1c437542a87ade0c67a8691f16cbb6477e715 
05d35bb107575b/58f2bff07 1aa8cea1 603066f39b3400ed7c38fe3004fe5776 
0634a847fda62cb9cfea6d39f8ca53e2ca05f4ddf4836b40c114a554cd88df36 
07d3ac702da69e4cf66 1c0c2f507 8f60e3d898d4fa2408959ffa2d64e34e719a 
0805d97cf52f46c0555e6 1d4af030a8b7 75364d35840db4ef1ed83a5dd721714 
064e6051583750dbeadba7e012edbb84e6 1cea1af17190a201226ee79f131a9b 
067bea32570be3ab58d935abf0F88 1 40f03d6265b5cccb3f82ee8b3f6507d366 
08eba250218448bef9954 10d7f965fca6856b5746b9636322dcfc8345b3a52cb 
08f0588a34b13079856 1ed831b4bc1693d5c19958fd48758367fc886287 10ddd 
O08df3d113932b5f01 b5d8eb4c57cd8bf67 19a5d438c1 6dc489bcfae81d7c5ba0 
08e8a52ac7d3d424c3515561e905 7dab8aef8a0e507d07378c88655c281337f2 
0953ae9de32e8b3a27321332950ef7 1479a3827 1543fcb65adc3da2ee0811240 
0a34901 5fe2c53f48321 d4fa937e13131cdf800301a50226e1269bee91 7f01 70 


08fbb56e8a1949117315477938c9a3c83744291 8b5edc0aea3545ec25ddc31de 
09310aabf8c1e7fe475e701f6b8e743a1 7f9259268eca6d73bae2a0c481b630c 
023ab187a48043337b/cd45e477 2f1301 94346691 033722936f4c6cb270bd594 
0267bc9ecOdfdc3a4d8de282899c7880b7 1955a04d8fdef92a321b027b3ff855 
0105147ceb627e304982bcd3bfba 1 9f0886f0d452f92087 722d7c863b43adc27 
0235e6eb58cce7a65be3572120a33c99c257dc5f2c2c0fe4ebeai758b/78d7cfa 
031717b6f7049eb75379b91f9b94facc1 97cd6216c5b082dd7d1406538374ee3 
032ed2127¢c81b927e22fdd5aa30b688abc7704d97dbdc8c1 bff9d3e8611a59b4 
0276bfb54bf6 162a354db2283f1 ce60bacade2e5d43f6b274e47 8ae7 2ced1428 
0304102a0c363275998ed5a3861a96421 aeaf/2cab87a7fa6bb4201db9c4b165 
03a9665e04ad502d4c96f3b9f3b4b5ff904b84620f6 1144434c57ac62832fed5e 
040d13421f61e853fb43caf3de3c2763bc59c3a3a601 80cc521 3f1 e0a9deOff7 
0364772f6a8ad666c64081 3b4fc72b5bc8b91 27cb483225bda51defd3aaa6d02 
0399da0eb2281 0fF269cf32a948b90ef32d6dac3eb2ec3660ea7 2f77d2b96fc61 
059816b1377a168563a657db2d53 1c74996cab9d6e3bd2c16b52288e6a1 28fad 
05ba97e7f61854a824e1d5c209d 1cc5e02fe7087b0bf49b264d651924a1667ac 
0475fd30039e16d9a5407 3de9af6a 16 1f48f45d 1fa16d74a88a089e4 1 fbaf04a 
05043b4102226c3645f01c451b3ceea7ce224 1b2580f436c605f063565f42375 
0f54f2385756753fcf3cfd1e972044d8cc951 89822668b33ceb314ea54968717 
Of5fbe185c763433feaba367d761 6ede5cc2cfbaa3d57b1a57 10be94 1aba7dd4 
0e7 720fffccc9c50ffedcd37608b/7 7 0f270ceb73e3767b260a75342ec8a4 5f09 
Oef312ac21bO0dac38436af0bde07dbc6548a1 8e014263649f01a9e1 fd2ca37 1d 
Of8f28c930f589b92 1 f986ea8ad0ad10240a88eal1a8bb2c11d7dd964835649a9 
Ofae004592dee5c9708c1b7f5e10917 7f49aae6661 ecOaae7 754941 8a9d29fd2 
Of6d68ee0cf11692178b86119ad5a3721773b1bd85c8213699fb2827e3714215 
Of8e6a8b69dba0e6cbf75b19d5646520c2 1cd3010090e2285e2b2f2cab7e5174 
11154fa104c83c1f2ec43f3c3f94eca4b4fee7dbae5cbd25a448ac466a647d36 
11ca2a508090272f7275beba1 787de5979e24db0d2bafa0ba59237 18d613950d 
Ofc5f9238ad9cbf6 1fcde46b75923cb694eb1 0a649457f4e11 0cc149da5f66e9 
104d02407526b47eec196859bffe8046dd2cc3a1f9156d8f7c776c49ee8fd19 1 
129bd3c9152efca97 74527892581 34631 Ofcf063fdb56831a800597295cc8a3 1 
12a967bce3cbhba3b867ea399104e6d48ee02fe3fdea9ee 10068d15888d027f4b 
12018ba2d388734ca740ef2dc55342cb0449ab621186074360f1 5f5ff35899c7 
124ae35d2da84dbe626e34ca9cc9edbee012103efcf2633da3b0f68afeb48261 
Oab4eb83ee1d6f4f9e361ec1673c/7caaab437af0f9fe97 733e29113def47feee 
Oab5f695cd8dccc64abaf4ae66c2cfi86a456909887636691c4f46c9d4fe56ed 
0a76ee18f29624752 1 facf1 5c45ea590c864799469eae27e1 72130df4c42a1ee 
0aa2a4a131d331254d467cffObcfd139a670a521b9da3b8828f4a8ea49780f60 
Obf88aa9385bdc28bfdbcd03032306c7e14950da1009cebb647c9f0203247a95 
O0c1fb1c772017a0acaeba61b37b9bd17e5d0d1f73b546c1 e65f1c20373144dcd 
Ob5f333cbfcbb430527 3f02909f202b9b 726bc96202c72d3244341221a8781cc 
Ob7c28fbd091 85d6737a648c1b10320a903355bacfdc7 9224 23a2afd74b31fla 
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